ORDINANCE NO. 2012-26
An Ordinance Relating to Electronic Communications
The Common Council of the City of Cedarburg, Wisconsin, hereby ordains as follows:

SECTION 1. Section 2-6-73 of the Municipal Code of the City of Cedarburg is hereby
amended as follows:

SEC. 2-6-73 USE-OFTELEPHONES ELECTRONIC COMMUNICATIONS

The Internet, electronics mail, and telecommunication access are resources made available to City
employees to communicate with each other, other governmental entities, vendors/suppliers and
individuals for the benefit of the City. The use of electronic communication systems such as
computer, cell phones, pagers, email, voice mail, facsimile machines, etc., by employees is a
privilege to be used in a responsible manner, and not in any way that is illegal or destructive to
others. Improper usage can result in revocation of use, and discipline, up to and including
discharge. No user of the City of Cedarburg’s electronic communications may, without
authorization, destroy, alter, dismantle, disfigure or disable information.

The City’s Internet, email communications and telecommunications resources are not private. The
City reserves the right to access an employee’s activities on its electronic communication systems at
all times and without notice.

@) Telephones and Cell Phones
Employees shall observe the rules of telephone courtesy in receiving or placing calls.
Employees are permitted to use City telephones_and cell phones, smartphones, electronic
note pads, any wireless, Bluetooth or similar devices for personal reasons, but are to limit
such use to instances of necessity. Toll calls for personal reasons may be made at the
employee’s expense. Voice mail messages should be listened to and responded to in a
timely manner.

Use of personal cell phones and texting are not permitted, except for emergencies.

Employees are prohibited from using cell phones while operating vehicles on the City’s
behalf. Driver use of a cell phone is allowed only when parked or in the event of an
emergency situation, unless using a hands free system, e.q. Bluetooth.

(b)  Software. — Computer systems are the sole property of the City and are to be used for
business purposes. Only software approved and purchased by the City is allowed on the
City’s computers. No employee shall install or reinstall game software, or any personally
owned software on any city-owned computer. Employees are prohibited from copying
software purchased by the City for their own personal use. Video and computer games may
not be used during working hours.

(c) E-mail is a tool that allows employees to communicate via the computer. Employees
should ensure proper and professional use, compliance with the Public Records Act and




compliance with records management practices. E-Mail should be used for City business
only and personal use should be limited. Appropriate precautions should be taken to
detect viruses and prevent its contamination. Confidential, chain letter and sensitive
issues should not be communicated via email. Email should not be used to make
discriminatory or harassing statements, vulgarities or obscenities. An employee’s email
may be monitored.

(d) Internet Use — Internet services are provided by the City of Cedarburg to support
open communications and exchange of information and the opportunity for collaborative
government-related work. Each individual is responsible for complying with all
applicable state and federal laws and all City polices and standards when accessing the
Internet. Internet access via City resources must not be used for illegal purposes. No one
may use the resources of the Internet for personal gain or to support or advocate for non-
City related business purposes. Inappropriate use may result in loss of access privileges
and/or_disciplinary action. All Internet uses must be consistent with the City of
Cedarburg’s Code of Ethics. The safety and security of the City’s network and resources
must be considered at all times when using the Internet. Individual users must be aware
of, and at all times, attempt to prevent potential City liability in their use of the Internet.
Personal use shall be limited to non-business hours or breaks and shall not be excessive.
Downloading and/or transmitting copyrighted, licensed, fraudulent, harassing, obscene,
and sexually explicit or hate messages or material and software for personal use are
strictly prohibited.

(e)  Electronic personnel/personal information or data (i.e. driver’s license numbers on voter
registrations, payroll information) cannot be used for knowingly transmitting, retrieving,
storing or copying to another form of media or device for use outside of the City’s
electronic communication equipment.

SECTION 2. This ordinance shall take effect upon its passage and publication as
provided by law.

Passed and adopted this 26" day of November 2012.

Kip Kinzel, Mayor
Countersigned:

Constance K. McHugh, City Clerk

Approved as to form:

Kaye K. Vance, City Attorney



